==
{1 » et 1
ESTD - 1928

SNJB

KKHA Arts, SMGL Commerce & SPHJ Science College,
Neminagar, Chandwad.

DEPARTMENT OF ELECTRONIC SCIENCE

THEORY COURSE

S. Y. B. Sc. Electronic Science
FUNDAMENTALS OF INFORMATION TECHNOLOGY
(Course Code: OE-201-ELS)

Course Type: Open Elective (OE)

Notes Prepare by

Dr. Tushar S. Salve
Associate Professor

Department of Electronic Science

FUNDAMENTALS OF INFORMATION TECHNOLOGY



Syllabus

Title of the Course: Fundamentals of Information Technology
Year: Il Semester- |11
Course Course Code | Credit Distribution | Credits | Alloted Alloted Marks
Type Theory | Practical Hours CIE ESE Total
OE OE-201-ELS 02 00 02 30 15 35 50

Unit 1 | Basics of Computer Software | 8
Introduction to computer softwares: System software and Application software, Study of
Office Automation Tools: Word, Excel and Powerpoint, Antivirus packages.

Unit 2 | IT in Education and E-Governance ] 12
IT: Education, Banking, Healthcare, Governance and Government Digital Platforms
(DigiLocker, UMANG etc.), Meeting platforms: Google meet, Zoom and Microsoft Teams,
Online education tools: MOOCs platform, LMS platform etc.

Unit 3 | Emerging Trends ] 6
Introduction to Al, IoT and Cloud Computing, Use of Social media apps, Basics of Data
Science and Machine learning.

Unit 4 | IT and Society | 4
Ethics in IT: Digital rights and responsibilities, Cyber security basics, Cyber security in
Social Media, Mobile devices and Smart Home devices.

FUNDAMENTALS OF INFORMATION TECHNOLOGY



Title of the Course: Fundamentals of Information Technology
Course Code: OE-201-ELS, Sem-I11l, 2-Credits

Unit 1. Basics of Computer Software

Introduction to Computer Softwares: System software and Application software

In a computer system, the software is basically a set of instructions or commands that tell a
computer to do a specific task that serves its users.

o A software is not a physical thing like hardware, it rather makes the hardware work as
per user requirements by giving instructions.

o Examples of software are MS-Word, MS-Excel, PowerPoint and Web Browser

Types of Software

The chart below describes the types of software:

Types Of
Software

System Application
Software Software

Language Customised
Operating System Processor And General purpose Software
E.g=- linux, Device Driver E.g:- MS-word, E.g:- Railways
windows etc. E.g:- Interpreter, Photoshop etc. resevation
compiler etc. system etc.

Above is the diagram of types of software. Now we will briefly describe each type and its
subtypes:

1. System Software
e Operating System (like Windows and Linux)
o Language Processor
o Device Driver
2. Application Software
e General Purpose Software
o Customize Software

o Ultility Software



https://www.geeksforgeeks.org/computer-science-fundamentals/basics-of-computer-and-its-operations/
https://www.geeksforgeeks.org/computer-science-fundamentals/introduction-to-microsoft-word/
https://www.geeksforgeeks.org/excel/introduction-to-ms-excel/
https://www.geeksforgeeks.org/computer-science-fundamentals/introduction-to-microsoft-powerpoint/

1. System Software

System software is software that directly operates the computer hardware and provides the

basic functionality to the users as well as to the other software to operate smoothly.

System software basically controls a computer’s internal functioning and also controls
hardware devices such as monitors, printers, and storage devices, etc.

It is like an interface between hardware and user applications, it helps them to
communicate with each other because hardware understands machine language(i.e. 1
or 0) whereas user applications are work in human-readable languages like English,
Hindi, German, etc.

Types of System Software

It has two subtypes which are:

1. Operating System: It is the main program of a computer system. When the computer

system ON it is the first software that loads into the computer's memory. Basically, it
manages all the resources such as computer memory, CPU, printer, hard disk, etc., and
provides an interface to the user, which helps the user to interact with the computer
system.

Language Processor: As we know that system software converts the human-readable
language into a machine language and vice versa. So, the conversion is done by the
language processor. It converts programs written in high-level programming
languages like Java, C, C++, Python, etc(known as source code), into sets of
instructions that are easily readable by machines(known as object code or machine
code).

Device Driver: A device driver is a program or software that controls a device and
helps that device to perform its functions. Every device like a printer, mouse, modem,
etc. needs a driver to connect with the computer system eternally. So, when you connect
a new device with your computer system, first you need to install the driver of that
device so that your operating system knows how to control or manage that device.

Features of System Software

Let us discuss some of the features of System Software:

Closer to the computer system.

Written in a low-level language in general.
Difficult to design and understand.

Fast in speed(working speed).

Less interactive for the users in comparison to application software.

2. Application Software

Software that performs special functions or provides functions that are much more than the
basic operation of the computer is known as application software.

Application software is designed to perform a specific task for end-users. It is a product
or a program that is designed only to fulfill end-users' requirements.



https://www.geeksforgeeks.org/computer-science-fundamentals/system-software/
https://www.geeksforgeeks.org/computer-science-fundamentals/computer-hardware/
https://www.geeksforgeeks.org/computer-science-fundamentals/computer-memory/
https://www.geeksforgeeks.org/computer-science-fundamentals/central-processing-unit-cpu/
https://www.geeksforgeeks.org/computer-science-fundamentals/what-is-a-printer/
https://www.geeksforgeeks.org/computer-science-fundamentals/introduction-to-programming-languages/
https://www.geeksforgeeks.org/computer-science-fundamentals/introduction-to-programming-languages/
https://www.geeksforgeeks.org/java/introduction-to-java/
https://www.geeksforgeeks.org/cpp/c-plus-plus/
https://www.geeksforgeeks.org/cpp/c-plus-plus/
https://www.geeksforgeeks.org/python/history-of-python/
https://www.geeksforgeeks.org/operating-systems/device-driver-and-its-purpose/
https://www.geeksforgeeks.org/techtips/how-to-install-a-modem/
https://www.geeksforgeeks.org/computer-science-fundamentals/what-is-application-software/

o Examples include word processors, spreadsheets, database management, inventory,
payroll programs, etc.

Types of Application Software

There are different types of application software and those are:

1. General Purpose Software: This type of application software is used for a variety of
tasks and it is not limited to performing a specific task only. For example, MS-Word,
MS-Excel, PowerPoint, etc.

Customized Software: This type of application software is used or designed to
perform specific tasks or functions or designed for specific organizations. For
example, railway reservation system, airline reservation system, invoice management
system, etc.

Utility Software: This type of application software is used to support the computer
infrastructure. It is designed to analyze, configure, optimize and maintains the system,
and take care of its requirements as well. For example, antivirus, disk fragmenter,
memory tester, disk repair, disk cleaners, registry cleaners, disk space analyzer, etc.

Features of Application Software
Let us discuss some of the features of Application Software:
o Perform more specialized tasks like word processing, spreadsheets, email, etc.
e Mostly, the size of the software is big, so it requires more storage space.
More interactive for the users, so it is easy to use and design.
Easy to design and understand.

Written in a high-level language in general.

Difference between System Software and Application Software

Now, let us discuss some difference between system software and application software:

System Software Application Software

It is designed to manage the resources of the | It is designed to fulfill the requirements of
computer system, like memory and process the user for performing specific tasks.
management, etc.

Written in a low-level language. Written in a high-level language.

Less interactive for the users. More interactive for the users.

System software plays vital role for the Application software is not so important
effective functioning of a system. for the functioning of the system, as it is
task specific.

It is independent of the application software to It needs system software to run.
run.

Example: System software is an operating Example: Application software is
system, etc. Photoshop, VLC player, etc.



https://www.geeksforgeeks.org/excel/introduction-to-excel-spreadsheet/
https://www.geeksforgeeks.org/c/railway-reservation-system-in-c/
https://www.geeksforgeeks.org/blogs/how-an-antivirus-works/
https://www.geeksforgeeks.org/computer-science-fundamentals/what-is-an-email/
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Unit 2. IT in Education and E-Governance

IT in Education
Introduction & Rationale

o The 21% century is often called the “information age” or “knowledge age.” Technology is
deeply embedded in our lives, and education is no exception.

IT (Information Technology) in education—commonly referred to as ICT (Information
& Communication Technology) or Educational Technology / EdTech—refers to using
hardware, software, networks, multimedia, and digital tools to facilitate teaching, learning,
assessment, management, and research.

o The goal is not merely to digitize, but to transform and enrich pedagogy, making learning
more effective, inclusive, learner-centred, and adaptive.

Why study “IT in Education”?
e To understand how technology can augment teaching—learning processes

To equip future educators/academic professionals with skills to integrate ICT
meaningfully

To critically evaluate tools, methods, benefits, and challenges

To prepare you for evolving educational environments (online, hybrid, blended)

1. Foundations & Concepts of Educational Technology / ICT in Education

1.1 Definitions and Distinctions

e Educational Technology / Instructional Technology: systematic use of methods,
techniques, and tools drawn from behavioural science, psychology, communication, and
engineering to design, implement, and evaluate learning processes. ebooks.lpude.in+1

ICT in Education: Emphasizes computing, communication, networking, and media tools
(computers, internet, mobile, software) in educational settings.

Some authors distinguish “Technology in Education” (tool usage)
vs “Technology for Education” (designing systems, pedagogical innovation).

1.2 Nature, Scope & Approaches

o Hardware / Physical (Technical) Approach: Focus on devices, machines, infrastructure
(computers, projectors, networks, interactive whiteboards,
etc.). mis.alagappauniversity.ac.in+2mis.alagappauniversity.ac.in+2



https://ebooks.lpude.in/arts/ma_education/year_1/DEDU403_EDUCATIONAL_TECHNOLOGY_ENGLISH.pdf?utm_source=chatgpt.com
https://mis.alagappauniversity.ac.in/siteAdmin/dde-admin/uploads/4/__UG_B.Ed._Education_70141%20-%20Educational%20Technology_4262.pdf?utm_source=chatgpt.com

Software / Behavioural / Instructional Approach: Focus on instructional design,
behaviorist/cognitive principles, multimedia, pedagogical
models. ebooks.lpude.in+2Tripura University+2

Systems / Systematic Approach: The holistic view — inputs, processes, outputs,
feedback loops; continuous improvement; integration across curriculum, assessment,
administration. mis.alagappauniversity.ac.in+2Tripura University+2

Scope includes:

Teaching-learning: content delivery, pedagogy, engagement
Assessment, feedback, evaluation

Educational management and administration

Professional development of teachers

Content creation, digital resources, OERs (Open Educational Resources)

Inclusive / assistive technologies for learners with special needs

1.3 Objectives & Benefits

Objectives

To systematize and modernize teaching—learning procedures
To promote learner-centered and active learning

To individualize learning (self-paced, adaptive)

To provide access to rich, diverse, multimedia content

To improve efficiency, monitoring, and decision-making in education

Benefits (Potentials / Advantages)

Multi-modal representation (text, audio, video, simulation) — appeals to different learning
styles

Immediate feedback, self-assessment

Flexibility (time, place) — supports distance, blended, hybrid models
Collaboration across geographies (via internet, cloud)

Data analytics to inform teaching, identify learning gaps

Resource sharing and scalability

Supports inclusive learning (assistive technologies)

Administrative efficiencies (MIS, attendance, records)



https://ebooks.lpude.in/arts/ma_education/year_1/DEDU403_EDUCATIONAL_TECHNOLOGY_ENGLISH.pdf?utm_source=chatgpt.com
https://mis.alagappauniversity.ac.in/siteAdmin/dde-admin/uploads/4/__UG_B.Ed._Education_70141%20-%20Educational%20Technology_4262.pdf?utm_source=chatgpt.com

Limitations / Challenges

Digital divide (access to hardware, connectivity)
Teacher readiness, digital literacy

Cost of infrastructure, maintenance, upgrades
Resistance to change, inertia in institutions
Cybersecurity, privacy, ethical issues
Overemphasis on technology replacing pedagogy

Distraction, misuse

2. Trends & Modes in Educational Technology

2.1 Historic & Modern Trends

Early use of radio, television, film, audio—visual media
Programmed instruction, teaching machines

Computer Assisted Instruction (CAI)

Multimedia, hypermedia, computer-based learning
E-learning, web-based instruction, MOOCs

Mobile learning (m-learning), ubiquitous computing

Virtual Reality (VR), Augmented Reality (AR), simulation environments

Learning Analytics, Adaptive Learning systems
Social media, collaborative platforms, gamification

Artificial intelligence (Al) in education (tutoring systems, intelligent agents)

2.2 Modes / Models of Delivery

Face-to-face (with ICT support): Traditional classroom supplemented with digital tools
Blended / Hybrid Learning: combination of in-person and online/digital
Fully Online / E-Learning: courses delivered entirely through digital platforms

Flipped Classroom: students learn content online in advance; classroom time is for
application, discussion

MOOCs / Open Online Courses




e Microlearning / Just-in-Time Learning
e Gamified Learning Environments
2.3 Emerging Directions
e Mobile Learning / BYOD (Bring Your Own Device)
Personal Learning Environments (PLES)
Open Educational Resources (OERS) and Open Access
Digital Storytelling — combining media to narrate lessons or student work

Social Media / Web 2.0 Tools — blogs, wikis, forums, social networks as pedagogical
space

Virtual Labs, Simulations, Augmented Reality / Virtual Reality (AR/VR)
Adaptive / Intelligent Tutoring Systems

Learning Analytics and Big Data in Education

3. ICT & Pedagogical Integration

3.1 Frameworks & Models for ICT Integration

e TPACK (Technological Pedagogical Content Knowledge): teachers need to integrate
content knowledge, pedagogical knowledge, and technological knowledge

SAMR Model: Substitution, Augmentation, Modification, Redefinition — levels of
integrating technology

Bloom’s Digital Taxonomy: applying, analyzing, creating in digital context

ADDIE Model (Analysis, Design, Development, Implementation, Evaluation) — for
designing ICT-based learning

o Design-Based Research / Iterative Prototyping in EdTech
3.2 Instructional Design & Multimedia Learning Principles

e Chunking, signaling, coherence, modality, redundancy — from multimedia learning
theory

Cognitive load theory — managing extraneous load
Scaffolding, guided discovery, inquiry-based learning
Interactivity, feedback loops

Collaborative activities, peer learning, discussion forums




3.3 Classroom Integration Strategies
e ICT-infused lesson planning: integrating specific digital tools per unit
Use of digital whiteboards, presentation software, simulations
Student projects using multimedia / web tools
Blended tasks — pre-class online preparation, in-class group work
Use of assessment tools (quizzes, e-portfolios, peer review)
e Monitoring student progress via dashboards / LMS
3.4 ICT for Assessment & Evaluation
Formative: quizzes, clickers / polling, immediate feedback
Summative: online tests, e-exams
Rubrics, e-portfolios
Analytics-based feedback: tracking time, attempts, patterns
Peer assessment / self-assessment via digital tools

Authentic assessments: simulation-based, project-based, problem-solving tasks

4. ICT in Educational Administration & Management

« Management Information Systems (MIS) for institutions: student data, attendance,
performance, scheduling

Digital documentation — records, reports, transcripts

Resource planning (classrooms, labs, staff)

Communication systems: emails, portals, parent-teacher platforms
E-Governance in education

Decision Support Systems, dashboards using data analytics

Maintenance, upgrades, security, backup plans

5. Professional Development & Teacher Competencies
o Teachers’ digital literacy, pedagogy + technology integration skills

« Training programs, in-service development, communities of practice




ICT competencies for teachers (as defined in curricula like NCERT’s ICT
Curricula) Ciet NCERT+1

Reflective practice, peer observation, coaching

Teacher roles evolving: facilitator, curator, mentor, designer

6. Inclusive Education, Assistive Technologies & Accessibility

o Ensuring that ICT-mediated education is accessible to all learners, including those with
disabilities
Assistive technologies: screen readers, speech-to-text, alternative input devices, text
magnification

Universal Design for Learning (UDL) principles
Alternative formats (audio, video captions, simplified interfaces)

Adaptive systems responding to learners’ pace and needs

7. Issues, Challenges & Ethical Considerations

o Digital divide / equity: access to devices, connectivity

Infrastructure constraints (power, bandwidth, maintenance)
Pedagogical resistance, teacher attitudes, change management
Data privacy, security, digital footprints

Intellectual property, copyright, fair use

Plagiarism, academic integrity in online settings

Overreliance on technology, distraction, screen fatigue

Sustainability: long-term cost, scalability

8. Case Studies, Examples & Best Practices
« National initiatives (e.g. e-Pathshala in India) Wikipedia
Use of MOOCs, Open Courseware
Blended learning in colleges/universities

Use of simulation labs, virtual labs



https://ciet.ncert.gov.in/storage/app/public/files/13/Documents/ict_curricula_final2.pdf?utm_source=chatgpt.com
https://en.wikipedia.org/wiki/EPathshala?utm_source=chatgpt.com

e Schools using smart classrooms, digital labs

e Teacher training platforms, communities (e.g. MOOC:s for teachers)

9. Future Trends & Directions
Al & Machine Learning in personalized tutoring
Virtual / augmented reality in immersive learning
Internet of Things (10T) in classroom / campus
Blockchain in credentialing, accreditation
Learning Analytics, predictive modeling
Emergence of metaverse for education

Cross-border, global classrooms, collaborative learning internationally
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IT in Banking (AT s amtfur siferm)

1. Introduction — What is IT in Banking?

Information Technology (IT) in Banking refers to the use of computers, telecommunications, internet,
and software applications to perform, manage, and secure financial transactions and services. It has

revolutionized the banking sector by making operations faster, safer, and more customer-friendly.

2. Objectives of Using IT in Banking

To increase the efficiency and speed of transactions

To ensure accuracy and security of data

To provide 24x7 banking services (Anytime, Anywhere)
To reduce paperwork and operational costs

To improve customer satisfaction through digital services

3. Major Areas of IT Application in Banking

1. Core Banking System (CBS):
o Centralized system connecting all branches through a common database.

o Customers can operate from any branch (“Anywhere Banking”).
Electronic Fund Transfer (EFT):

o Transfer of funds electronically through systems like NEFT, RTGS, IMPS.
Automated Teller Machines (ATMs):

o Provide cash withdrawal, balance enquiry, fund transfer 24x7.

Internet Banking / Online Banking:

o Customers can access accounts, pay bills, transfer money online.
Mobile Banking:

o Banking services via mobile apps (UPI, Paytm, Google Pay, BHIM).
Credit / Debit Cards:

o Plastic money used for payments and withdrawals.

Electronic Clearing Service (ECS):

o Automatic recurring transactions (salaries, EMI, bills).

Customer Relationship Management (CRM):

o IT tools used to maintain and analyze customer interactions and data.

Cyber Security Systems:

o Protects data, prevents hacking and fraud.




4. Benefits of IT in Banking

Quick and paperless transactions

Enhanced security and transparency

Reduced human error

24x7 accessibility

Global connectivity

Improved decision-making through data analytics

Digital financial inclusion

5. Risks and Challenges

Cyber frauds and hacking attempts
Data privacy issues

Technical glitches or downtime
Lack of digital literacy among users

Cost of technology upgrades

6. Recent Developments and Innovations

UPI and real-time payment systems

Biometric authentication (Aadhaar-based)

Artificial Intelligence in fraud detection and chatbots
Blockchain for secure transactions

Digital-only (neo) banks and virtual branches

7. Future of IT in Banking

Fully digital and paperless banking

Integration of Al, Big Data, and IoT
Personalized financial services
Enhanced security through blockchain

Banking via voice assistants and smart devices
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IT in Healthcare

1. Introduction

What is IT in Healthcare?

Use of Information Technology (IT) to manage and improve healthcare delivery.
Involves storing, sharing, and analyzing patient data using computers, networks,
and software.

Also known as Health Information Technology (HIT).

Objectives of IT in Healthcare

Improve quality of care.

Increase efficiency of healthcare systems.

Reduce errors in diagnosis and treatment.

Enhance communication between doctors, patients, and institutions.

2. Key Components of IT in Healthcare

a. Electronic Health Records (EHRsS)

Digital version of a patient’s paper chart.
Includes medical history, lab reports, prescriptions, and imaging results.
Benefits: Easy access, real-time updates, better coordination among doctors.

b. Hospital Management Systems (HMS)

Integrates all hospital operations: registration, billing, pharmacy, laboratory,
inventory, etc.
Improves workflow and resource management.

c. Telemedicine

Use of video conferencing and remote monitoring for consultations.
Especially useful in rural or remote areas.
Examples: Online doctor consultation apps like Practo, Apollo 24/7, etc.

d. Health Information Exchange (HIE)

Secure sharing of patient data among healthcare providers, laboratories, and
pharmacies.
Ensures continuity of care.

e. Mobile Health (mHealth)




o Use of mobile apps, wearables, and 10T devices for fitness tracking and disease
monitoring.
o Examples: Fitbit, Apple Health, Samsung Health, glucose monitoring apps.

3. Emerging Technologies in Healthcare

a. Artificial Intelligence (Al) and Machine Learning

o Used for diagnosis prediction, drug discovery, and medical imaging analysis.
o Example: Al detecting tumors in X-rays.

b. Internet of Medical Things (IoMT)

« Network of connected devices that collect health data.
o Example: Smart insulin pumps, heart-rate monitors.

c. Big Data Analytics

o Large-scale analysis of patient data for trends and predictions.
e Helps in disease prevention and policy making.

d. Cloud Computing

e Secure, scalable storage for medical records and applications.
o Enables remote access for healthcare professionals.

e. Blockchain in Healthcare

e Ensures data security and integrity in health records.
e Prevents unauthorized tampering.

. Benefits of IT in Healthcare

Faster and accurate diagnosis.

Better patient engagement and self-care.
Reduced paperwork and duplication of tests.
Cost savings through efficient resource use.
Improved research and public health monitoring.

5. Challenges and Issues

Data Privacy and Security: Protecting sensitive patient data from breaches.
High Implementation Costs: Advanced systems are expensive.
Interoperability: Different systems may not communicate easily.

Training Requirements: Healthcare staff need IT skills.




o Ethical Concerns: Use of Al in decision-making must be transparent and fair.

. Case Studies / Examples

. Ayushman Bharat Digital Mission (India) — National digital health 1D for all
citizens.

. eHospital System (NIC, India) — Integrated hospital management system for
government hospitals.

. Apollo Hospitals — Uses Al-based systems for early disease detection.

. Future Trends

Al-powered virtual doctors.
Personalized medicine using genetic data.

Wearable diagnostics integrated with healthcare systems.
Robotics in surgery.

5G-enabled telehealth for faster, real-time diagnosis.

. Summary

o IT is transforming healthcare into a data-driven, patient-centered system.
e Major technologies: EHRs, Telemedicine, Al, 10T, and Cloud Computing.
« Challenges remain in data security, cost, and standardization.

. Discussion Questions

. What are the advantages of using EHRs over traditional records?
How can telemedicine improve healthcare access in rural areas?
. What are the ethical issues related to Al in healthcare?

How can big data analytics help prevent disease outbreaks?

10. References

e Ministry of Health & Family Welfare, Government of India — https://healthit.gov
e WHO: Digital Health Initiatives

e Textbook: Information Technology for Management — Turban et al.
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IT in Governance and Government Digital Platforms

1. Introduction to E-Governance

What is Governance?

e Governance means the process of decision-making and implementation in public
administration.
o Involves citizens, government institutions, and technology.

What is E-Governance?

e Use of Information and Communication Technology (ICT) to deliver government
services efficiently and transparently.
o Enables citizen participation, reduces corruption, and saves time and cost.

Objectives of E-Governance

e To provide transparent, efficient, and accessible government services.
e Toimprove communication between citizens and government.
e To ensure accountability and public participation.

. Pillars of E-Governance

. Connectivity: High-speed internet and digital infrastructure.

. Content: Availability of useful government data and services online.

. Capacity: Trained manpower to manage e-services.

. Capital: Financial support and investments.

. Confidence: Trust of citizens in online systems (security and privacy).

3. E-Governance in India

Digital India Initiative (Launched 2015)

o A flagship program by the Government of India to transform India into a digitally
empowered society and knowledge economy.

Key Vision Areas:
1. Digital Infrastructure as a Utility to Every Citizen.

2. Governance and Services on Demand.
3. Digital Empowerment of Citizens.




4. Major Government Digital Platforms

A. DigiLocker
Overview:

e Launched by Ministry of Electronics and Information Technology (MeitY) under
the Digital India program.
e Provides secure cloud storage for citizens to store and share digital documents.

Key Features:

Each citizen gets 10 MB free storage (expandable).

Linked with Aadhaar number.

Documents issued by various authorities (e.g., CBSE, RTO, Passport Office).
Legally valid under IT Act, 2000.

Benefits:
e Reduces use of physical documents.
e Instant document verification.
o Safe and paperless governance.

Examples of Documents Stored:

e PAN card, Driving License, Vehicle RC, Mark sheets, Birth Certificate.

B. UMANG (Unified Mobile Application for New-Age Governance)
Overview:

e Launched by MeitY and National e-Governance Division (NeGD).
e One-stop mobile app for accessing multiple government services.

Key Features:

e Integrates 1000+ services from 100+ departments.
e Available in multiple Indian languages.
e Single platform for central, state, and local services.

Examples of Services:

PAN and Aadhaar linking

Provident Fund (EPFO) balance check

Passport Seva

Income Tax filing

Gas booking, Bill payments, Pension details, etc.




Benefits:
e One app for all government services.

o Saves time and effort.
e User-friendly and multilingual.

C. Other Important Digital Platforms
1. eKranti (National e-Governance Plan 2.0)

o Integrates all e-governance initiatives into a single framework.
o Focuses on transforming governance using technology.

2. MyGov Platform
e Online citizen engagement platform launched in 2014.
e Allows people to share ideas and feedback on government policies.
e Encourages participatory democracy.

3. BHIM (Bharat Interface for Money)

e Mobile payment app using Unified Payments Interface (UPI).
e Promotes cashless and digital payments.

4. eHospital and CoWIN

o eHospital: Online appointment booking, lab reports, and medical records under NIC.
o CoWIN: Digital platform for COVID-19 vaccination management.

5. GeM (Government e-Marketplace)

e Online procurement platform for government departments.
e Promotes transparency and efficiency in purchasing.

. Advantages of Government Digital Platforms

Transparency: Less corruption and more accountability.
Efficiency: Fast delivery of services.

Accessibility: Services available 24x7, anywhere.

Cost Reduction: Less paperwork and manual processing.

Citizen Empowerment: Easy participation and grievance redressal.

. Challenges in E-Governance

o Digital Divide: Lack of internet access in rural areas.
o Data Security and Privacy Issues.




Resistance to Change: Traditional bureaucratic mindset.
Technical Infrastructure: Need for robust IT systems.
Cyber Threats: Hacking, phishing, data misuse.

7. Future of E-Governance

Al and Chatbots for instant public assistance.

Blockchain-based records for tamper-proof governance.
loT-enabled smart cities.

Paperless and contactless services.

Integration of all digital platforms under a single government portal.

8. Summary

E-Governance aims to make government smart, transparent, and citizen-friendly.
Platforms like DigiLocker and UMANG empower citizens through digital access.

Challenges remain, but Digital India is bridging the gap towards a digitally inclusive
nation.

9. Discussion Questions

. What are the objectives of e-Governance?

. Explain the key features and benefits of DigiLocker.

. How does UMANG simplify citizen access to services?
. What challenges does e-Governance face in rural India?
. How can Al and Blockchain improve e-Governance?

10. References

Official Website: https://www.digilocker.gov.in

UMANG App: https://web.umang.gov.in

Digital India Portal: https://digitalindia.gov.in

Ministry of Electronics and Information Technology (MeitY) Reports
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Meeting Platforms — Google Meet, Zoom, and Microsoft Teams

Introduction

What are Online Meeting Platforms?

e Online or virtual meeting platforms are software applications that enable real-time
communication through video, audio, and chat over the internet.
Used for education, business meetings, webinars, conferences, and online
collaboration.

Importance of Meeting Platforms

o Essential for remote learning, work from home, and global communication.
e Enable team collaboration, document sharing, and screen sharing.
o Became vital during the COVID-19 pandemic for continuity of education and work.

Common Features of Online Meeting Platforms

Video and Audio Conferencing

Screen Sharing (for presentations or demonstrations)
Chat / Messaging (text communication during meetings)
File Sharing (uploading and sharing documents)
Recording (for later review)

Breakout Rooms (for group discussions)

Security Features (passwords, waiting rooms, encryption)
Integration with email, calendar, and productivity tools

1. Google Meet

Overview

o Developed by Google, part of Google Workspace (formerly G Suite).
e Used for online meetings, classes, and video conferencing.
e Available via web browser and mobile app.

Key Features

. Easy Access: Works directly from a web browser — no installation required.
. Integration: Linked with Google Calendar, Gmail, and Google Drive.

. Participant Limit: Up to 100 participants (free version) and 500 (paid).

. Screen Sharing & Presentation Mode.

. Noise Cancellation and Live Captioning support.

. Recording option (available in paid plans).




Advantages
o Simple and user-friendly interface.

e High security (Google account authentication).
o Automatically saves recordings to Google Drive.

Limitations

e Limited meeting duration (60 minutes in free version).
o Some advanced features (like polls, breakout rooms) only in paid plans.

2. Zoom

Overview
e Developed by Zoom Video Communications (USA).

e Widely used for virtual classrooms, webinars, and corporate meetings.
o Available on all platforms — desktop, web, and mobile.

Key Features

HD Video & Audio Meetings.
. Breakout Rooms for small group discussions.
. Virtual Backgrounds and filters.

. Screen Sharing and Whiteboard Tools.

. Meeting Recording (local or cloud).

. Waiting Room & Passcode Protection for security.
. Webinar Mode for large audiences (up to 1,000).

Advantages
« Stable and high-quality video conferencing.

e Rich collaboration tools (chat, whiteboard, reactions).
e Scalable for small to large meetings.

Limitations
e Free version limited to 40-minute sessions.

e Security concerns (Zoombombing incidents in early 2020).
e Requires installation (not fully browser-based).

3. Microsoft Teams

Overview

o Developed by Microsoft as part of Microsoft 365 (Office 365) suite.
o Combines chat, video meetings, file sharing, and app integration.
o Designed for corporate collaboration and online learning.




Key Features

. Team Channels for organized communication.
. Video and Audio Calls with screen sharing.
Integration with Microsoft Apps (Word, Excel, PowerPoint, OneDrive).
. Meeting Recording & Transcripts.
. Breakout Rooms and Live Captions.
. Chat with Emojis, Mentions, and Threads.
. Security: Encrypted data and access control via Microsoft 365.

Advantages

o Ideal for organizations already using Microsoft tools.
o Centralized workspace for collaboration.
o Works seamlessly with Outlook and SharePoint.

Limitations

e Requires Microsoft account sign-in.
o Interface can be complex for new users.
e High bandwidth requirement for video calls.

. Comparison of Google Meet, Zoom, and Microsoft Teams

Google
Meet
Developer Google Zoom Video Communications Microsoft
Platform Web & App Web, Desktop, Mobile Web, Desktop, Mobile

Free Limit 60 min 40 min Unlimited (chat only)

Participant

Limit 100 (free) 100 (free) 100 (free)

Screen Sharing 7 Y4 V4
Recording Paid Free/Paid Paid
Breakout Paid v v

Rooms
Google External Tools Microsoft 365
Apps

Security High Moderate to High Very High

Feature Zoom Microsoft Teams

Integration

. Advantages of Using Meeting Platforms

Global Connectivity: Connects people from different locations.
Time & Cost Saving: No travel required.

Flexibility: Can join from any device.

Collaboration: Real-time sharing and teamwork.

Recording: For review or absent participants.

Environmental Benefit: Reduced paper and travel.




6. Challenges

Internet Dependence: Requires strong connection.

Privacy & Security Risks: Unauthorized access or recording.
Technical Issues: Audio/video lag, hardware compatibility.
User Fatigue: “Zoom fatigue” from long virtual sessions.

. Best Practices for Online Meetings

. Test microphone and camera before joining.

Keep microphone muted when not speaking.

Use headphones to avoid echo.

Use a professional background and good lighting.
Record important meetings (with permission).

Follow netiquette — avoid multitasking, stay attentive.

8. Summary

Online meeting platforms like Google Meet, Zoom, and Microsoft Teams have
revolutionized communication, education, and collaboration.
Each has unique strengths:

o Google Meet: Simple and integrated with Google apps.

o Zoom: Popular and feature-rich for all users.

o Microsoft Teams: Enterprise-grade collaboration with Office integration.

Together, they represent the backbone of remote communication in today’s digital
world.

9. Discussion Questions

. What are the main features of Google Meet?

. Compare Zoom and Microsoft Teams.

. What are the security measures used in online meetings?
. What problems can occur during virtual meetings?

How can students use these platforms effectively in academics?

10. References

Official Google Meet: https://meet.google.com

Zoom: https://zoom.us

Microsoft Teams: https://www.microsoft.com/microsoft-teams
Digital Communication Tools — Ministry of Education, India
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Online Education Tools - MOOCs, LMS, and More

1. Introduction to Online Education

Definition:
Online education is the process of learning using digital platforms and the internet,
instead of or along with traditional classroom methods.
Importance in Modern Education:
Flexibility in learning (anytime, anywhere)
Affordable and accessible education
Wide variety of courses
Useful for lifelong learning and skill enhancement

Example: Students can take courses from IITs or international universities via online
platforms.

2. MOOCs (Massive Open Online Courses)
Meaning:

e MOOC = Massive Open Online Course
Massive — Open to a large number of learners
Open — Usually free or low-cost
Online — Conducted over the internet
Course — Structured learning material with videos, quizzes, and assignments

Key Features:

Open enrollment (no entry restrictions)

Self-paced or scheduled learning

Certificates upon completion

Video lectures, readings, and forums for interaction

Popular MOOC Platforms:

Platform Description Example Courses

Coursera Partnered with top universities (e.g., Data Science, Psychology
Stanford, Yale)

edX Founded by MIT & Harvard Computer Science, Biology

SWAYAM Indian Gowt. initiative (MHRD, AICTE, Environmental Studies,
UGC) Economics

Udemy Open platform for professionals Web Development,

Marketing
FutureLearn UK-based Health, Business




Advantages of MOOC:s:

Free or affordable learning
Learn from global experts
Flexible schedule

Wide subject variety

Limitations:

Less personal interaction
Requires self-discipline
Internet dependency

3. LMS (Learning Management System)

Meaning:

A Learning Management System (LMS) is software used by educational institutions and
organizations to manage, deliver, and track learning activities.

Functions of an LMS:

Course creation and delivery

Student enrollment and tracking

Assignments and grading

Communication tools (chat, forums, announcements)
Analytics and reports

Examples of LMS Platforms:

LMS Type Features

Moodle Open-source Customizable, widely used in colleges
Google Classroom Free by Google Integrated with Google Docs and Drive
Canvas Commercial Cloud-based, modern Ul

Blackboard Enterprise Advanced analytics, used by universities
TalentLMS Corporate Skill training and certifications

Advantages:

Centralized management of learning materials
Easy communication between teacher and students
Assessment and progress tracking

Supports blended and online learning

Limitations:

Technical issues if internet is weak
Initial training required for users
May feel less interactive than physical classrooms




4. Other Online Education Tools
a) Video Conferencing Tools

Used for live online classes and discussions.
Examples: Zoom, Microsoft Teams, Google Meet, Cisco Webex

b) Content Creation Tools

For preparing lectures, quizzes, and presentations.
Examples: Canva (for slides), Kahoot (for quizzes), Prezi (interactive presentations)

¢) Cloud Storage and Collaboration Tools

Used to share and collaborate on documents.
Examples: Google Drive, Dropbox, OneDrive

d) Assessment Tools

Used for online tests and feedback.
Examples: Google Forms, Quizizz, Mentimeter

5. Comparison: MOOCs vs LMS

Feature MOOCs LMS
Purpose Public learning platform Institutional learning management
Accessibility Open to all Restricted to enrolled students
Cost Mostly free Depends on institution
Interactivity Forums and peer learning  Teacher-student direct interaction
Examples Coursera, edX, SWAYAM Moodle, Google Classroom

6. The Indian Scenario

SWAYAM - Official Indian MOOC platform (MHRD initiative)
NPTEL — Technical courses from I1Ts & 11Sc

DIKSHA - Digital platform for school education (NCERT initiative)
IGNOU eGyanKaosh — Repository of digital study materials

7. Practical Demonstration Ideas (10 mins)

You can show:

1. How to enroll in a SWAY AM course?
2. How to join a class in Google Classroom?
3. How to create a quiz using Google Forms?




8. Conclusion

Online education tools like MOOCs and LMS have transformed learning by making it
accessible, flexible, and engaging. They are essential for future educators and learners in the
digital era.

9. Suggested Questions for Students

. What are MOOCs? Give two examples.

. How is an LMS different from a MOOC?

. Explain any two advantages of online education.

. Name two video conferencing tools used in education.
. What is the purpose of the SWAY AM platform?

10. References

https://swayam.gov.in
https://moodle.org
https://www.coursera.org
https://www.edx.org
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Unit 3 Emerging Trends

3.1 Introduction to Artificial Intelligence (Al)

1. What is Artificial Intelligence?
Definition

Artificial Intelligence (Al) is the field of computer science that focuses on creating systems
that can perform tasks that normally require human intelligence.

Examples of intelligent tasks:

Understanding natural language (e.g., voice assistants)
Recognizing images (e.g., face unlock)

Making decisions (e.g., route planning on Google Maps)
Learning patterns from data (e.g., Netflix recommendations)

Key idea:

Al # robots. Al is the software, robots are just one application.

2. Brief History & Evolution of Al

1950: Alan Turing proposes “Can machines think?” — Turing Test

1956: Term “Artificial Intelligence” coined at the Dartmouth Conference
1960s—80s: Rule-based systems (expert systems)

2000s: Rise of data and computing power

2010s—present: Deep learning, self-driving cars, advanced language models

3. Types of Al

A. Based on Capability

1. Narrow Al (Weak Al)
o Designed for one specific task
o Examples: Siri, spam filters
2. General Al
o Machine with intelligence similar to humans
o Still theoretical
3. Super Al
o Intelligence beyond humans
o Only hypothetical

B. Based on Functionality




Reactive Machines
o No memory, only respond to situations
o Example: IBM Deep Blue (chess)
Limited Memory
o Learn from past data
o Example: self-driving cars
. Theory of Mind (future)
. Self-aware Al (future)

4. Core Branches of Al

1. Machine Learning (ML)

e Systems learn from data

o Types:
o Supervised Learning: learns from labeled data
o Unsupervised Learning: finds patterns without labels
o Reinforcement Learning: learns by trial and error

2. Deep Learning

e Subset of ML using neural networks
o Applications: speech recognition, image identification

3. Natural Language Processing (NLP)

o Understanding and generating human language
« Examples: chatbots, translation

4. Computer Vision

e Understanding images and videos
o Example: medical X-ray analysis

5. Robotics

« Physical machines capable of movement and action

5. Real-World Applications of Al
Daily Life

e Google Search
e YouTube/Netflix recommendations
e Map route optimization

Healthcare




o Diagnosis from X-rays, MRI
e Drug discovery

Finance

« Fraud detection
o Stock market prediction

Education

o Personalized learning
e Automated grading

Industry & Automation

e Quality control in factories
e Warehouse robots (e.g., Amazon)

6. How Al Works (High-Level)

Basic Steps of Machine Learning

. Collect data

. Prepare data

. Train a model

. Test the model
Deploy the model

Example: Spam Email Detection

e Collect emails
o Label as spam / not spam
Train algorithm to classify new emails

7. Advantages vs. Challenges of Al

Advantages

Automates repetitive tasks

Better accuracy

Works 24x7

Handles large data faster than humans

Challenges / Risks

e Job displacement
e Bias in Al models




e Privacy concerns
o Black-box decision-making (lack of explainability)

. Future Trends

Autonomous vehicles

Al-assisted healthcare

Al creativity (music, art, writing)
Human-Al collaboration in workplaces

9. Summary

Al aims to create intelligent machines

Machine learning and deep learning power most modern Al
Al impacts almost every field

Ethical use of Al is critical

The future will require Al literacy for all professionals
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3.2 10T and Cloud Computing

PART | — INTERNET OF THINGS (loT)
1. Introduction to loT
Definition

The Internet of Things (10T) refers to a network of physical devices (things) embedded
with sensors, software, and connectivity, enabling them to collect and exchange data.

Examples

Smart home lights & fans
Smartwatches & fitness bands
Smart refrigerators

Industrial sensors

Smart agriculture systems

Key ldea

loT = Devices + Sensors + Internet + Data + Automation

2. Components of an 10T System

1. Sensors/Actuators
o Sensors measure physical quantities (temperature, motion, humidity)
o Actuators take action (turn motor ON, adjust temperature)
Connectivity
o WIi-Fi, Bluetooth, ZigBee, Cellular (4G/5G)
Data Processing
o Local microcontroller (Arduino, ESP32)
o Cloud-based processing
User Interface
o Mobile app
o Dashboard
o Web portal

3. How loT Works?

. Sensor collects data
Data sent to microcontroller
. Data transmitted to cloud server via internet
. Cloud processes/analyzes data
. Based on logic — device performs action
User receives notification/control options




Example:
Smart AC automatically adjusts temperature based on room conditions.

4. Applications of 10T
1. Smart Home
o Smart bulbs, voice-controlled assistants, smart locks

2. Healthcare

e Heart-rate monitors
e Remote patient monitoring

3. Agriculture (Smart Farming)

o Soil moisture sensors
e Automatic irrigation

4. Industry (Industry 4.0)

e Machine monitoring
e Predictive maintenance

5. Smart Cities

e Smart parking
o Traffic management
e Waste management

5. Advantages & Challenges of 10T

Advantages

Automation

Efficiency & accuracy
Real-time monitoring
Cost savings in long term

Challenges

Security risks
Privacy issues
High development cost
Dependence on internet




PART Il — CLOUD COMPUTING

1. Introduction to Cloud Computing
Definition

Cloud computing is the delivery of computing services (servers, storage, databases,
networking, software) over the internet, on-demand.

Example Services

Google Drive

Amazon Web Services (AWS)
Microsoft Azure

Dropbox

Gmail

2. Characteristics of Cloud Computing

On-demand access
Scalability
Pay-as-you-use model
Automatic updates
Global accessibility
High storage capacity

3. Service Models of Cloud (laaS, PaaS, SaaS)

1. laaS (Infrastructure as a Service)

Provides virtual machines, storage, networks
Examples: AWS EC2, Google Compute Engine

2. PaaS (Platform as a Service)

Provides development tools and platforms
Examples: Google App Engine, Heroku

3. SaaS (Software as a Service)

Ready-to-use applications online
Examples: Gmail, Office 365, Zoom

4. Deployment Models




1. Public Cloud
o Delivered by third-party providers
o Example: Google Cloud, AWS
2. Private Cloud
o Dedicated for an organization
o More secure
3. Hybrid Cloud
o Combination of public + private clouds

5. Applications of Cloud Computing
1. Data Storage
e Google Drive, OneDrive
2. Web Hosting
e Website and app hosting on AWS/Azure

3. Big Data Processing

e Analyzing large datasets

4. Streaming Services

o Netflix, Hotstar

5. Online Learning

o Coursera, Udemy, Google Classroom

6. 10T + Cloud Computing = Powerful Combination

o loT devices generate huge data
o Cloud stores, processes, and analyzes this data
o Enables real-time decisions and automation

Example:
Smart agriculture system — sensors send data to cloud — cloud decides irrigation levels.

Summary

loT connects physical devices to the internet for automation & data exchange
Cloud computing provides computing resources over the internet

loT and cloud together create scalable, intelligent systems

Applications span smart homes, industry, agriculture, healthcare, and more
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3.3 Social Media Apps

1. Introduction to Social Media
Definition

Social media refers to digital platforms that allow users to create, share, and interact with
content and connect with others.

Key features

User-generated content (photos, videos, text)
Real-time communication

Communities and groups

Sharing and networking

Influencer-based content

2. Evolution of Social Media

o [Early 2000s: Orkut, MySpace
e 2004-2010: Facebook, YouTube, Twitter
e 2010-—present: Instagram, WhatsApp, Snapchat, TikTok

Current trend: Short-form video apps, Al-based recommendations

Shift: Text — Images — Videos — Reels/Shorts + Al-personalized feeds

3. Types of Social Media Platforms

1. Social Networking Platforms

Used for connecting with friends/communities.
Examples: Facebook, LinkedIn

2. Messaging Apps

Real-time communication via chat, voice, video.
Examples: WhatsApp, Messenger, Telegram

3. Media Sharing Apps

Images, videos, reels, creative content.
Examples: Instagram, Snapchat, TikTok

4. Microblogging Platforms




Short posts, news, opinions.
Examples: Twitter/X, Threads

5. Discussion Forums

Topic-based discussions.
Examples: Reddit, Quora

6. Video Sharing Platforms

Long & short videos, tutorials.
Examples: YouTube, Vimeo

4. Popular Social Media Apps & Their Features

1. Facebook

Profiles, posts, pages, groups
Marketplace

Events & communities
Advertising tools

2. Instagram

Photo/video sharing
Stories, Reels
Influencer marketing
Business profiles

3. WhatsApp

Messaging (text, voice, video)
Status updates

WhatsApp Business
End-to-end encryption

4. YouTube

Video hosting & streaming
Monetization (ads, memberships)
Tutorials, entertainment, education
YouTube Shorts

5. Twitter/X

e Microblogging
e Trending topics & hashtags




e News + real-time updates
e Short-form discussions

. Snapchat

Disappearing messages

Filters and AR lenses

Streaks

Used widely by younger audiences

7. TikTok

e Short creative videos
e Al-based recommendations
o Viral trends & challenges

5. Impact of Social Media

Positive Impacts

Communication — connect globally
Education — tutorials, online learning
. Marketing — digital advertising, brand building
. Awareness — social issues, news
Creativity — photo/video creation tools

Negative Impacts

. Addiction — excessive screen time
Mental health issues — comparison, pressure
Fake news — misinformation
Privacy concerns — data sharing, tracking
Cyberbullying — harassment, trolling

6. Safety Measures for Social Media Users

Use strong passwords

Enable two-factor authentication (2FA)
Check privacy settings regularly

Avoid sharing personal details

Be cautious about unknown links

Report and block abusive accounts
Verify information before sharing




7. Role of Social Media in Today’s World

Influences trends, opinions, and culture
Used in marketing, education, politics
Plays a major role in entertainment

A key tool for businesses and startups

8. Future Trends in Social Media

Al-generated personalized feeds

Virtual reality (VR) social spaces

Augmented reality (AR) filters and ads

More focus on privacy & security

Rise of micro-communities and niche platforms

Summary

Social media apps allow communication, sharing, and community building

Different apps serve different purposes—networking, messaging, videos, discussions
Useful for education, marketing, awareness, and creativity

Must be used responsibly due to privacy, security, and mental health concerns

Social media continues to grow with Al, AR/VR, and personalized content
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3.4 Basics of Machine Learning and Data Science

1. Introduction to Data Science
What is Data Science?

Data Science is an interdisciplinary field that uses statistics, programming, and domain
knowledge to extract meaningful insights from data.

Why is Data Science important?

e Helps in decision-making
o Used in business, healthcare, finance, education, marketing
o Creates data-driven solutions

Key Components of Data Science

Data Collection
Data Cleaning
Data Analysis
Data Visualization
Model Building
Decision-making

2. Types of Data

Based on Nature
e Structured Data — Tables, rows/columns, spreadsheets

e Unstructured Data — Images, videos, audio, text
e Semi-structured Data — JSON, XML

Based on Category

e Qualitative Data — descriptive
e Quantitative Data — numeric (discrete, continuous)

3. Introduction to Machine Learning

What is Machine Learning?

Machine Learning (ML) is a subset of Al that enables computers to learn patterns from
data and make predictions or decisions without being explicitly programmed.




Why ML?

Automates tasks
Improves accuracy
Learns from experience
Handles large datasets

4. Types of Machine Learning

1. Supervised Learning

e Model learns from labeled data

o Example tasks:
o Classification — spam/not spam, disease prediction
o Regression — house price prediction

2. Unsupervised Learning

o Model learns without labels

o Finds patterns/groups

o Example tasks:
o Clustering — customer segmentation
o Association — market basket analysis

3. Reinforcement Learning

e Learn by trial and error
« Al agent interacts with environment
o Example:

o Game playing

o Self-driving cars

5. Machine Learning Workflow

1.
2.
3.
4.
S.
6.
7.
8.

Define the problem
Collect data

Clean and preprocess data
Split data (train/test)
Choose model

Train model

Evaluate model

Deploy model




6. Common Algorithms in Machine Learning

1. Linear Regression

Predicting continuous values (e.g., salary, house price).
2. Logistic Regression

Binary classification (yes/no, spam/not spam).
3. Decision Trees

Tree-like model for decisions.

4. K-Means Clustering

Grouping similar data points.

5. K-Nearest Neighbors (KNN)
Classifies based on nearest data points.

6. Neural Networks

Used in deep learning; image/audio recognition.

7. Introduction to Data Visualization

Why visualize data?

o Understand patterns
o Identify trends
o Easier communication

Common Visualization Tools

e Barchart

e Line graph
e Piechart

e Histogram

e Scatter plot

Tools used

o Excel
o Python (Matplotlib, Seaborn)




e« Tableau
o Power Bl

8. Applications of Data Science & ML

Daily Life

o Google Maps
e YouTube recommendations
« Online shopping suggestions

Healthcare

o Disease prediction
o Medical image analysis

Finance

o Fraud detection
« Credit scoring

Business

« Customer segmentation
« Sales forecasting

9. Challenges in Data Science

Poor data quality

Need for large datasets
Model bias

Privacy issues

Data security

Summary

Data Science focuses on extracting insights from data

Machine Learning learns patterns and predicts outcomes

Three types of ML.: supervised, unsupervised, reinforcement

Common ML algorithms: regression, trees, clustering, neural networks
Applications are widespread and growing rapidly




3.4 Fefiet afeter 3TOY SeT Urrewa Fererd e

9. 3T T Ui =T

2T T FEUTS h1T?

ST WA T ETE ST, WifRereht ST forIa (domain knowledge) JT=IT AT e SETHEA Srefgut
wifeelt = feehd srrevaT 8 TR,

2T AT T HEAT?

o favie SvaTEg HEq
o IHM, A, fora, fRreton, TehfeTed AT
o SI-IMYTNG GHET Greau

2T AT 9Eh

. 2T MG 0T

. 2T TTS A0

. et g

. %W(Visualization)
. TS TR ST

. Tot= o

3. 3T ThX

FEUTTAN (Nature-based)

o TSI 22T (Structured Data): 5H, U- i, TR 1T
o  2TEIRIA 22T (Unstructured Data): %iaT, fegfes, siifesm, HSTRL
o aref-RIA 22T (Semi-Structured): JSON, XML

AUt STTATRE (Category-based)
e TUTICHh e (Qualitative): FufATenes wfedt

o UTATeHeR 32T (Quantitative): TEATHSE ST (discrete/continuous)

3. A AT afie
i AT B wE?




T AT (ML) § Al = T SUEH 318 SATHE TUTeh SSTHEIA e TITehaTe STTTUT it STTerTe wrehiel
Tetva foroter Srama, ot o ww foem 7 ferfea,

HINT AT T ATTIAH?

FHTH T B
ST STl

FATITE Rreruar=it e
TG SzrigEH gt

¥. A AT 6 R

¢. Supervised Learning ((ieleT ST 22T)

o T AT Aol S

o R
o Classification (37TertuT): Spam/Not spam, T e
o Regression (WTeRTA): EUERER LR IEI G

2. Unsupervised Learning (G/sleT THST 2T)

o I TEA 6
o USTE
o
o Clustering: ek TTE G 0T
o Association: Market basket analysis

3. Reinforcement Learning (EITIFI'-%\I,@%I' )

o TSI TSRS TATE Terar
o A (Rewards) ITT& f3Tehal
o 3ql.:

o TH WU

o Wﬂ%ﬁ"ﬂ@:ﬂ

. WIMA AT TRl

1. ST gt @
2. 3T IGT w0
3. ST EATO I YA-NshaT &




4. FirEe e frmor
5. wied fFHasor

6. TrEer 3 w0

7. WiSET HodtehT

8. qﬁﬁﬁqﬁ(deploy)m

§. T I ST HAATINGH
%. Linear Regression
el qedt= eI (IaT. T, SR fahm).
R. Logistic Regression
I At FffeRor (Yes/No, Spam/Not spam).
3. Decision Trees

fotar v AeETE Higd.

¥. K-Means Clustering

T TOTEH 3T ST A3eH T2 AT 0L,

4. K-Nearest Neighbors (KNN)

ST ST UTEgHeR STHTRA SR fTeRtar.

&. Neural Networks

g AHTEST ST ST TfaHT/ATaTST NS EuaTd T,

9. 32T W?F{UT (Data Visualization) Ii=r

22T Visualization T STITITH?

Yo gHSOITETS!
g Tyt
AT W7 TEUTd HIel ShuATETa!

U charts/graphs




Bar chart
Line graph
Pie chart
Histogram

Scatter plot
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Unit 4 IT and Societ

4.1 Ethicsin IT

1. Introduction to Ethics in IT

What is Ethics?

Ethics refers to the set of moral principles that guide human behaviour — what is right or
wrong.

What is IT Ethics?

IT Ethics refers to the moral rules and guidelines that govern how technology is created,
used, and managed.

Why IT Ethics is important?
Ensures responsible use of technology
Protects privacy and data
Maintains trust between users and organisations

Prevents misuse of information
Promotes fairness and transparency

2. Key Ethical Issues in IT

1. Privacy
« Unauthorized access to personal information

« Tracking user behaviour
« Selling user data without consent

2. Data Security

o Protecting sensitive data from hacking, theft, or loss
« Using encryption, authentication, and security policies

3. Intellectual Property Rights (IPR)

o Copyrights, patents, trademarks
o Software piracy, illegal downloads

4. Cybercrime

o Hacking, phishing, identity theft
o Financial fraud, malware, ransomware




5. Digital Divide

« Unequal access to technology
« Social and economic inequalities

6. Misinformation & Fake News

o Spread of false information
« Manipulation using social media

7. Al and Automation Ethics
« Job displacement due to automation

« Biased algorithms and unfair decisions

3. Professional Ethics in IT

Professional responsibilities of IT workers

Honesty and transparency
Respecting confidentiality

Avoiding conflicts of interest
Maintaining accuracy of information
Reporting unethical practices

Code of Ethics examples

e ACM Code of Ethics
o |EEE Code of Ethics

Professionals must follow these standards to maintain integrity in the IT industry.

4. Ethical Use of the Internet
Do's

Use licensed software

Respect others’ privacy

Cite and acknowledge sources
Follow website terms and conditions
Use strong passwords

Do not spread viruses/malware
Do not cyberbully others
Do not share fake news




e Do not access unauthorized systems
o Do not steal digital content

5. Ethical Issues in Social Media

Cyberbullying

Online harassment

Posting harmful/inappropriate content
Data misuse by platforms

Addiction and mental health concerns
Employee monitoring

Digital footprints and long-term impact

6. Legal Aspects Related to IT Ethics

1. IT Act 2000 (India)
Covers:
o Cybercrimes
« Digital signatures
« Electronic documents validity
2. Copyright Act
Protects creators’ digital content.

3. GDPR (Global Standard)

Ensures data privacy, user consent, transparency.

4. Software Licensing

Open-source
Freeware

Shareware
Proprietary software

Understanding laws helps prevent legal violations.

7. Case Studies

1. Data Breach Case

Company mishandles user data — millions affected.




2. Software Piracy Case

Student downloads cracked software — legal penalty.

3. Online Harassment Case
Cyberbullying leads to mental health issues.

These help students understand real-world ethical challenges.

8. Best Practices for Ethical Behaviour in IT

Follow organizational policies

Use technology responsibly

Ensure transparency in data collection
Respect intellectual property

Report unethical/illegal activities

Maintain professionalism online and offline
Continuous learning about cybersecurity

Summary

IT Ethics helps decide what is right or wrong in technology use

Covers issues like privacy, security, cybercrime, IPR, social media misuse
Professionals must follow ethical codes (ACM/IEEE)

IT laws like IT Act 2000 guide correct behaviour

Ethical practices build trust, safety, and fairness in the digital world
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4.2 Digital Rights and Responsibilities

1. Introduction to Digital Citizenship
What is Digital Citizenship?
Digital citizenship refers to the responsible and ethical use of technology by individuals.
Why are Digital Rights and Responsibilities Important?
o Ensures safe and fair use of digital resources
e Protects personal privacy and data

Helps create a respectful online environment
Prevents cybercrimes and digital misuse

2. Digital Rights: Meaning and Importance

Digital rights are the freedoms and protections that users have while using digital
technologies.

Key Digital Rights
1. Right to Access Information
Users have the right to access knowledge, digital content, and online services.
2. Right to Freedom of Expression
Users can express opinions online as long as they do not violate laws or harm others.
3. Right to Privacy
Personal data should be protected from unauthorized access or misuse.
4. Right to Security

Users should expect safe platforms, secure transactions, and protection from cyber
threats.

5. Right to Digital Education
Access to digital learning tools, online resources, and digital literacy.
6. Right to Intellectual Property Protection

Creators have rights to protect their digital work (copyright, patents, etc.).




7. Right to Digital Participation

Ability to participate in online communities, forums, and digital government services.

3. Digital Responsibilities: Meaning and Importance

Digital responsibilities refer to the duties and obligations users must follow to ensure safe
and ethical digital use.

Key Digital Responsibilities
1. Responsibility to Use Technology Ethically
Avoid misuse of information, illegal downloads, hacking, or spreading malware.
2. Responsibility to Protect Personal Data
Use strong passwords, avoid sharing sensitive information, enable privacy settings.
3. Responsibility to Verify Information
Check the authenticity of online content before sharing (avoid fake news).
4. Responsibility to Respect Others' Rights
No cyberbullying, harassment, or violating others' privacy.
5. Responsibility to Follow Laws and Policies
Respect IT Act 2000, copyright laws, and platform rules.
6. Responsibility to Report Misuse
Inform authorities about cybercrimes, fraud, or harmful digital behavior.
7. Responsibility to Practice Digital Well-being

Manage screen time, avoid addiction, and maintain healthy digital habits.

4. Areas Where Digital Rights Apply

Social media platforms
Online banking
E-commerce websites
Educational platforms




Government portals (e-governance)
Cloud storage
Email and messaging apps

5. Areas Where Digital Responsibilities Are Needed

1. Communication

Use respectful language, no hate speech.

2. Content Creation

Avoid plagiarism, give proper credit.

3. Online Behavior

Be respectful, follow netiquette (internet etiquette).

4. Cybersecurity Practices

Update software, use antivirus, avoid suspicious links.
5. Sharing Information

Share only necessary and verified information.

6. Key Laws Protecting Digital Rights
1. IT Act 2000 (India)
Covers cybercrimes, digital signatures, and electronic records.
2. Copyright Act
Protects digital media like videos, photos, and software.
3. GDPR (International Standard)
Ensures data privacy, user consent, and transparency.
4. Cybersecurity Policies

Rules for securing digital data and infrastructure.




7. Case Studies
1. Privacy Violation Case
An app collects user data without permission — violation of digital rights.
2. Cyberbullying Case
A student harasses another online — breach of digital responsibility.
3. Fake News Case

False information spreads on social media — social harm.

8. Best Practices for Good Digital Citizenship

Think before posting

Respect online communities

Use secure and legal digital tools
Protect your digital identity
Follow digital etiquette

Promote positive online behavior
Stay informed about cyber laws

Summary

Digital rights protect users’ freedom, privacy, and security.

Digital responsibilities ensure ethical behavior online.

Both are essential for safe, respectful, and effective digital participation.
Understanding rights and responsibilities helps avoid cybercrimes, misuse, and digital
conflicts.
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4.3 Cyber Security Basics

1. Introduction to Cyber Security

What is Cyber Security?

Cyber security refers to the protection of computers, networks, data, and digital systems
from unauthorized access, attacks, or damage.

Why Cyber Security is important?

Protects personal and organizational data
Prevents financial loss

Maintains privacy and trust

Ensures smooth functioning of systems
Protects against cybercrimes

2. Common Cyber Threats

1. Malware

Malicious software designed to harm systems.
Types include:

Virus
Worm

Trojan
Ransomware

Spyware
2. Phishing

Fake emails/messages used to steal personal information.
3. Hacking
Unauthorized access to systems or networks.

4. Denial of Service (DoS) Attacks

Overflowing a server with traffic to make it unavailable.

5. Man-in-the-Middle Attack (MITM)
Attacker intercepts communication between two people.

6. Social Engineering




Manipulating people into giving confidential information.

3. Cyber Security Concepts

1. CIA Triad

The core principles of cyber security:
o Confidentiality — data should be accessible only to authorized users
e Integrity — data should not be altered
« Auvailability — systems must be accessible when needed

2. Authentication

Verifying a user’s identity (password, PIN, biometrics).

3. Authorization

Giving permission to access resources.

4. Encryption

Converting data into unreadable form to protect it.

5. Firewall

A security system that monitors and controls network traffic.

4. Types of Hackers

1. White Hat Hackers

Ethical hackers who help improve security.
2. Black Hat Hackers

Criminal hackers who attack systems.

3. Grey Hat Hackers

Intermediate — not always malicious, but unauthorized.

5. Cyber Security Tools and Techniques




1. Antivirus Software

Protects systems from malware.

2. Firewalls

Block unauthorized access.

3. Multi-Factor Authentication (MFA)

More than one verification method (password + OTP).
4. Intrusion Detection System (IDS)

Detects suspicious activities.

5. Virtual Private Network (VPN)

Provides secure and encrypted internet connection.
6. Data Backup

Copies of data stored safely for recovery.

6. Safe Internet Practices

Use strong, unique passwords

Do not click unknown links

Avoid downloading from untrusted sites
Keep your software updated

Use secure networks (avoid public Wi-Fi)
Enable antivirus and firewall

Be cautious on social media

Check website security (https://)

7. Cyber Laws and Regulations

1. IT Act 2000 (India)
Covers:
o Cybercrimes

o Digital signatures
o Electronic records

2. GDPR (Global rule)




For data privacy and protection.
3. Copyright Laws

Protect digital content and intellectual property.

. Case Studies

1. Ransomware Attack

Organisation's data locked — ransom demanded.

2. Phishing Case

User enters bank details in fake email — money stolen.
3. Data Breach Case

Company database hacked — millions affected.

Summary

Cyber security protects data, systems, and networks

Threats include malware, phishing, hacking, DoS, MITM

CIA triad is the foundation: Confidentiality, Integrity, Availability
Tools: antivirus, firewall, MFA, VPN

Safe online practices are essential to stay protected

4.3

9. AT TR Ui

HTIE FLEAT FEUR hI?

IS T FEUTS! ST e, eaTeh, SeT AT fefiteet TuTrefier sTfarehd Tav, goct SATTT TehaT=raras
HETOT HT,

ATIS YT T HETATeA 12

ke ST HETeHe: 2T GUiard Sad
HTFh ToHET 2Ted
TO=TaT AT forame Stud

TOTTeAT et ST Sad




o RIS TRITOE EET0T

3. ATHTT HTIER &eh

¢. ATAISR (Malware)

BT OS] TR sheied G HITaIS.
ThL:

SRR
g
IS
e
TG
2. TS (Phishing)
TS §-He/HHS TT3a SRAfcheh HITed FRl.
3. gfeRTT (Hacking)
Toreen foha eaehe TTRRd TaIeT .

¥. Denial of Service (DoS) Attack

HEEta ST g1tk TT3a AT S qTeu,

4. Man-in-the-Middle (MITM) Attack

&. Wﬁgﬁrﬁm&w (Social Engineering)

QAT T TSRS Mo Wil fHasar.

3. AT FT HeheudT

%. CIA €I (CIA Triad)

| G oI qerd ae:




Confidentiality (TTI=TIAT) — ST e HTRd AR ITASH
Integrity (EEAT) — 2T Fehia ST &

. Availability (STETSHAT) — JUITAT SATIT ST ol YT 0T

3. Authentication (3T USATeUM)

ITEEE, PIN, STAH{SHRE ST STqehcd e 311e5d quTa,

3. Authorization (TETAIT)

%. Encryption (THIERIUT)

STTAT SIS TEITA e HET L.

4. Firewall (HTERATET)

%, gl TR
2. White Hat Hackers (Afdeh gert)

AT GETUATETE! FTRIGH Sk HLaTd.
2. Black Hat Hackers (TR&RTISYR Fohd)
TR ST WU B ST,

3. Grey Hat Hackers

1 qofrdy srivTe, =1 qufdl ade — G AT R EfehT T,

4, AT FLEAT ATe ATIOT X
2. Antivirus Software (g AIFAIN)

TSI TET0T L.

2. Firewalls (®TaaTeT)




3. Multi-Factor Authentication (MFA)

A TSATRVTETST THTUETT 1ok Tl (3T, THaS + OTP).

¥. Intrusion Detection System (IDS)

4. VPN (Virtual Private Network)

&. Data Backup (32T SehaTT)

STl gRerd S I3 ST SUATI HETr.

€. TRISMT getie aTa ugdt

ST STV STTos TTHaTS AT

1T fetererar fereteh o TehT

AT JTETELHTE STHAIES & FhT
Htedsr FHafia stuee gar
TSI Wi-Fi 2TesT

IR ST BRAET Heqy S

et Mfearat araufin aem
“https://”wgr%ﬁwam

9. TSR Sh1Ie IATioT Frm

2. IT Act 2000 (W)

¢ HEWTR
o fefrea wrertt
o IR Gl JeaT

R.GDPR

STTfereh 22T Mo =M,




3. Copyright Laws

¢. HE TR

9. FHARIIR FoeT

T 2T ik —> G wft,
2. TRt geem

ST 30 —> Sk Wifeedl =t ST

3. 32T Seeia (Data Breach)

U ST goh —> @ ARl 2T oA 1eh.

TR G TS0 SO, Heareh SATfOT SeT=t SRegor
TG dieh: WIS, BRI, 2T, Dos, MITM
HIFE GLarT qrE: CIA Frehior

TecaTe |1e; 3TdeamE, BrRRET, MFA, VPN
U 3 AT BT HaTd TR SRETur #




4.4 Cyber Security in Social Media

1. Introduction

What is Social Media Cyber Security?

Cyber security in social media refers to the protection of user accounts, personal data, and
online identity from cyber threats on platforms like Facebook, Instagram, Twitter,
WhatsApp, Snapchat, and YouTube.

Why it is important?

Social media contains sensitive personal data

High chances of cyberbullying, identity theft, and scams
Prevents misuse of photos, videos, and posts

Protects digital reputation

Ensures safe communication

2. Common Cyber Threats on Social Media

1. Phishing Scams

Fake links or messages trick users to reveal passwords or banking details.
2. ldentity Theft

Hackers create fake profiles using someone’s photos or personal data.
3. Social Engineering

Manipulating users through trust to reveal sensitive information.

4. Cyberbullying and Harassment

Sending threatening, insulting, or abusive messages.

5. Account Hacking

Unauthorized access to social media accounts.

6. Malware Links

Clicking harmful links that install malware on devices.

7. Catfishing

Creating fake online identities to deceive others.




8. Impersonation

Pretending to be someone else for fraud or manipulation.

3. Privacy and Security Settings

Important privacy settings every user should know:

Two-factor authentication (2FA)

Strong password usage

Setting profiles to private

Controlling who can view posts

Blocking unknown users

Reviewing tag settings

Checking login alerts and active session history
Restricting app permissions

4. Best Practices for Safe Social Media Use

1. Use strong and unique passwords

Avoid common passwords; combine letters, numbers, and symbols.
2. Enable Two-Factor Authentication (2FA)

Adds an extra security layer.

3. Think before posting

Avoid sharing:

Personal address
Phone numbers

Financial details
Sensitive photos

4. Avoid unknown friend requests

Only connect with trusted people.

5. Verify sources before sharing

Avoid spreading fake news or misinformation.

6. Logout after use (especially on shared devices)




7. Avoid public Wi-Fi for accessing social media accounts

8. Regularly update your apps and devices

5. Social Media Cyber Laws and Regulations

1. IT Act 2000 (India)
Covers:
Hacking

Identity theft
Cyber harassment

. IT Rules 2021 (India)
Regulates social media companies
Requires grievance redressal
Ensures user privacy and accountability

3. Copyright Laws

Protects photos, videos, and digital content from theft.

4. Data Protection Laws (GDPR-like laws)

Protect user data, consent, and transparency.

6. Case Studies

1. Celebrity Social Media Account Hacked

Caused misinformation and reputation damage.

2. Student Cyberbullying Case

Excessive harassment leading to mental stress.

3. Phishing Scam via Instagram

User entered details on a fake login page — account stolen.
4. Fake Job Offers via Social Media

Used to steal money or personal information.




7. How to Report Cyber Issues on Social Media

1. Report abuse options on platforms

e Report post, comment, or user
o Block the offender
o Mute or restrict them

2. National Cyber Crime Portal (India)
Users can report:

Cyberbullying

Harassment

Financial fraud
Identity theft

3. Contact platform support teams

Facebook/Instagram/Twitter support for account recovery.

8. Summary

Social media security is essential to protect identity, privacy, and reputation
Common threats: phishing, hacking, cyberbullying, impersonation

Safety relies on strong passwords, privacy settings, and cautious sharing
Cyber laws like IT Act 2000 and IT Rules 2021 protect users

Users must stay alert and practice digital hygiene
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4.5 Cyber Security in Mobile Devices and Smart Home Devices

1. Introduction

Cyber Security in Mobile and Smart Home Devices

Cyber security in mobile and smart home devices focuses on protecting user data, privacy,
and device functionality from cyber threats. These devices are increasingly connected to the
internet, making them vulnerable to hacking, malware, and unauthorized access.

Why it is important?
Protects sensitive personal and financial information
Prevents identity theft and fraud

Ensures safe remote access and control
Maintains trust and safety in connected environments

2. Common Cyber Threats

In Mobile Devices:

Malware: Viruses, worms, ransomware targeting apps or OS

Phishing Attacks: Fake messages or emails trick users to share credentials
Spyware: Secretly monitors activities, location, or communications
Hacking and Unauthorized Access: Weak passwords, outdated software
Man-in-the-Middle (MITM) Attacks: Interception of data on public Wi-Fi

In Smart Home Devices:

0T Device Hacking: Unauthorized access to cameras, smart locks, thermostats
Data Leakage: Sensors and apps collect private data without consent

. Botnets: Compromised devices used for large-scale attacks

. Weak Default Passwords: Easy targets for hackers
Unauthorized Remote Control: Attackers gain control of devices

3. Security Challenges

Lack of user awareness about device vulnerabilities

Weak passwords and PINs

Unencrypted data transmission over networks

Outdated software and firmware

Integration risks: Smart home devices connected via apps and cloud platforms




. Security Measures for Mobile Devices

. Device-Level Security:
e Strong passwords, PINs, or biometrics

« Screen lock and device encryption
e Automatic OS updates

. Application Security:
o Download apps only from trusted stores (Google Play, App Store)

e Check app permissions
e Avoid third-party APKs or unknown apps

. Network Security:
« Avoid public Wi-Fi for sensitive transactions

e Use VPN for secure connection
o Enable HTTPS browsing

. Data Backup & Recovery:

« Regular cloud or local backup
« Enable remote wipe in case of loss or theft

. Security Measures for Smart Home Devices

. Strong Authentication:

o Change default passwords
e Use complex passwords and 2FA if available

. Device and Network Security:

e Keep firmware updated
e Secure home Wi-Fi network (WPA3 encryption)
o Separate 10T devices on a dedicated network

. App & Cloud Security:

e Use official apps for device control
e Check privacy policies
e Avoid sharing unnecessary personal data

. Physical Security:




o Place cameras and smart devices in safe, less accessible locations

6. Best Practices for Users

Regularly update OS, apps, and firmware

Use antivirus and anti-malware solutions on mobile devices
Avoid clicking unknown links or emails

Review device and app permissions periodically

Monitor device activity logs

Educate family members about cyber hygiene in smart homes

7. Legal and Requlatory Aspects

IT Act 2000 (India): Cybercrime, hacking, and data protection
Data Protection Laws (GDPR, etc.): Privacy and user consent
Consumer Protection: Manufacturer liability for insecure smart devices
Ethical Responsibility: Users must follow safe practices to avoid misuse

8. Case Studies

1. Smart Lock Hacking:
Unauthorized access due to weak password — home security breach.
2. Mobile Ransomware Attack:

Phone infected via malicious app — data encrypted, ransom demanded.

3. 10T Botnet Attack:

Compromised smart home devices used in DDoS attacks.

4. Phishing on Mobile Banking App:

User entered credentials on fake app — financial loss.

9. Summary

e Mobile and smart home devices are convenient but vulnerable to cyber threats
e Common threats: malware, phishing, hacking, 10T vulnerabilities
e Security measures include strong passwords, updates, encryption, and safe networks




e Users must follow best practices and be aware of privacy risks
o Laws and regulations provide a framework for protection
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